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= HSPD-12 requires Federal agencies to issue PIV
Cards to all employees and contractors

= State/Local governments and commercial
entities are issuing PIV-like Cards

= Immense opportunity to use PIV Cards (and
PIV-like cards) as federated identities
» Challenges
= Strategies to promote federation
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= Homeland Security Presidential e S
Directive 12 —

Subject Policy for a Commen Identiication Standard for Federal Employees and Contractors
(1) Wide vaniations in the quality and security of forms of identification used to gain access o secure Federal and other facilities where there is potential for terronst atacks

» |ssued August 2004 ;‘:::;:ﬁ::‘ W’:““W“.&mmmmmmm ot browicfrmtr s i

(2) Ta implement the policy st forth in paragraph (1), the Secretary of Commerce. inaceordance with applicable law a Federal standard for secure and reliable
forms of identification {the "Standard) not later than 6 manths after ihe date of hés directive in consultation with the Secrelary of State, ihe Secrelary of Defense, the Atiomey.

» Mandates Federal Agenc ies to S e 1 Ay B i AT P b Bt ok oo g iy Pkt T
issue common form of i e el el : mmﬁm“mm:m i

mmmmnmmmmmmnmmlammmmaﬂmwm griachadl ﬂlllﬂl mmmaumlnmmn 1o ensure

identification to Federal employees | s ey s ey

& contractors i e
dwmwﬁ [ FIPS PUB 201-1 o by e
mmmwas Change Nohice | ce issued by OMB, which shal
u S 2 O _ I d H y : FEDERAL INFORMATION PROCESSING STANDARDS PUBLICATION ! .
FIP 1 - Personal ldentit s T

Verification (PIV) of Federal R———
Employees and Contractors SRR

= PIV Card: Smart Card based digital e W

identity container with a set of e

identity credentials

&y

= PIV Card Issuers are required to be %ﬁm
accredited by Agency Official e

Willicm A4 Jefey. Exrecier

= SP 800-79-1 — Accreditation Guide
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“=-PCard Credentials™

Mandatory Credentials:
= Cardholder Unique Identifier (CHUID)
= PIV Authentication Private Key and X.509 Certificate (PKI)
» Cardholder Fingerprints in Biometric Object (BIO)

Optional Credentials:
PIV Card Authentication Key (CAK)
PIV Digital Signature Private Key & X.509 Certificate
PIV Key Management Private Key & X.509 Certificate
Cardholder Facial Image

| Zone 19: Expiration Date

‘Organizational
Affiliation Abbreviation

Zone B: Not available
Zone 8: Not available
Zone % Not available

Zone 10; Not available . i | Zon0 2: 1ssuar tentfication Number

| Zone 5: Physical Charsctaristics

Zone 3: Magnetic Strips |~ T
{not available)

Zone 17: Agency Specific Data s oy
(supported - not populated) H : : ""-'{Zum 1: Agency Card Serial Number

~ [—
.| Zone B: 3 of 9 Bar Code
| {not availabile)

/ .
r / .
Zone 7: Section 459, Title 15 Language r \{_“_ Return Addrass

Pictures courtesy www.fedidcard.gov
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= |dentity federation can be defined as ‘the agreements,
standards and technologies that make identity and
entitlements portable’ across otherwise autonomous
security domains [Burton Group]

Goal: Enable users of one domain to securely access
data or services of another domain

Identity
Provider

— \Jssuance Serv_lce
7 Provider
r ﬂ‘ ” Authenticate &

? Z Access Resource

Domain A Domain B
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« IVQiﬁ“teronngble %P1V, Copﬁp.éfﬁble Cards

Defined to promote identity federation between Federal and
non-Federal Organizations

Issued to personnel not eligible for PIV Cards
= State and Local Government
= Commercial Organizations

PIV Compatible:
= Meets technical specifications for PIV Card
» |ssuance process does not assure trust by federal relying parties

PIV Interoperable:
= Meets technical specifications for PIV Card

» [ssuance process assures trust in PKI Certificate
o E-Authentication Level 4 Registration Requirements
o PKIl certificate issued under policy mapped to FBCA Medium-HW policy
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FIPS 201-1

FBCA Medium-HW policy

NACI has to be completed for full scope
PIV card.

NACI not required for regular
applicants.

FBI fingerprint check required.

Fingerprint check not required.

Facial image collected at registration.

Facial image not collected.

The applicant must appear in person at
Registrar at least once prior to
issuance.

Remote registration of applicant
possible; applicant may avoid in-
person encounter prior to issuance.

Two forms of original identity source
documents. At least one must be a
government issued picture ID.

One Federal government issued picture
ID or two non-Federal IDs one of
which is a picture ID.

Only designated sponsors can submit
request for PIV card for an applicant.

No requirement for a sponsor for an
applicant.

Identity proofing and registration
process approved by head of agency.
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Third party audit required for
authorization to operate CA.
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PIV Card
Agency B
(SSP PKI)

PIV Card
Agency C
(Legacy PKI)

PIV-Interoperable Card
Organization D
(Non-Fed SSP)

PIV Compatible Card
Organization E
(Org PKI)

PKI - SSP

BIO — SSP

CHUID - SSP
Accreditation Quality - ?

andfﬁhtlgatlons

MITIGATION

PKI - OK

BIO — OK

CHUID - OK

Review Accreditation Package

PKI - FBCA Medium-HW
BIO -7

CHUID - ?

Accreditation Quality - ?

PKI - OK

BIO — Explicitly trust Signer Cert
CHUID — Explicitly trust Signer Cert
Review Accreditation Package

PKI - FBCA Medium-HW
BIO -7

CHUID - ?

Accreditation not Reqd

PKI - OK

BIO — Explicitly trust Signer Cert
CHUID — Explicitly trust Signer Cert
Require Independent Assessment

PKI -~

BIO -7

CHUID - ?
Accreditation not Reqd
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PKI — Explicitly trust Issuer

BIO — Explicitly trust Signer Cert
CHUID — Explicitly trust Signer Cert
Require Independent Assessment
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ike Cards

ggestions:

OMB Memo: Federal Relying Party can accept PIV-
Interoperable Cards only from Issuers that are
accredited/assessed using SP 800-79-1

Update Certificate Profiles for FBCA Medium-HW
policy to indicate authority of PIV Object Signers

o E.g., Common Policy supports id-PIV-content-signing
certificate extension

Align the requirements of FIPS 201, Common Policy
and FBCA Medium-HW Policy

Establish 3" party audit regime for compliance with
FIPS 201 requirements
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= Immense opportunity to use PIV Cards
(and PIV-like cards) as federated
Identities

= QUESTIONS??
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