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Foundation of ICAM

= |dentity Credential Access Management Foundation
(ICAM) — Framework that Manages Entities and Access

IDENTITY, CREDENTIAL, AND ACCESS MANAGEMENT (ICAM)

The set of tools, policies, and systems that an agency uses to enable the right individual to access the right
resource, at the right time, for the right reason in support of federal business objectives.

o

IDENTITY MANAGEMENT
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How an agency collects, verifies, and manages

attributes to establish and maintain enterprise
identities for employees and contractors.

<

FEDERATION

The technology, policies,

standards, and processes
that allow an agency to
accept digital identities,
attributes, and credentials
managed by other agencies.
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ACCESS MANAGEMENT
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How an agency authenticates enterprise identities
and authorizes appropriate access to protected

CREDENTIAL MANAGEMENT
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How an agency issues, manages, and revokes
credentials bound to enterprise identities.

e

GOVERNANCE

The set of practices and
systems that guides
ICAM functions,
activities, and ocoutcomes.
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Essence of SoD

= Segregation of Duties (SoD) — Risk Management Principle that prevents
unauthorized activities and conflicts of interest by ensuring critical tasks are
divided among multiple people

SEGREGATION OF DUTY
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ICAM and SoD Intersection

= Access Control — Integrating SoD into IAM through role definitions and

permissions
= Policy Enforcement — IAM Systems enforce SoD policies by automatically

preventing role conflicts
= Audit and Compliance — IAM systems provide visibility and reporting to support

SoD compliance

Policy

ICAM % SoD
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= Challenges

Balancing Security and Usability,
Managing Complex Role Assignments
Organizational Barriers

= Solution

Defining SoD rulesets at the Enterprise level
Changing Mindset at the Organizational level
Adaptive IAM systems

Automated SoD checks

Continuous monitoring
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Future Trends

Emerging Trends — Al and machine learning in IAM and evolving SoD

Frameworks
Future Considerations — Adaptation to new technologies and changing

regulatory landscapes
Integrating SoD into IAM ensures comprehensive security and compliance and

Increases the overall security posture of an organization.
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Q&A
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Contact Information

= Contact Info: Mythili Arun — Electrosoft

 Email: marun@electrosoft-inc.com;
 Phone: 240-401-5054

 LinkedIn: https://www.linkedin.com/in/mythili-arun-02063222/

= Electrosoft

« Web: http://www.electrosoft-inc.com
 LinkedlIn: https://www.linkedin.com/company/electrosoft/
o Twitter: https://twitter.com/Electrosoft Inc

« HQ: 1893 Metro Center Drive, Suite 228
Reston VA 20190
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